Training Topic #9 – Working through interference.
Lesson Intent.  The intent of this lesson is to discuss techniques stations can use to work through interference.

Reference:  Field Manual 24-33 Chapters 2 and 3.  Note these chapters address Electronic Countermeasures.  FM 11-490-7 Table 9-6.

· As you know our mission is to provide reliable communications support; interference to our radio networks impacts on our ability to accomplish this mission.

· There are two ways to plan to work through interference:
--equipment designed to maximize capability
--use proper radio system installation and operating procedures

· Transmit quickly and precisely:
--speak in a clear, well-modulated voice
--use proper radiotelephone procedures

· Use digital communications.

· Use higher power as authorized

· Select the proper antenna.  For statewide communications Near Vertical Incidence Skyway (NVIS) propagation is desired; select an antenna that radiates NVIS.

· Use directional antennas:
--omni-directional
--bi-directional
--unidirectional

· Proper radiotelephone operating procedures and operator and skill are the keys to success

· Equipment and communications enhancements:
--improve selectivity (IF/AF crystal, active, notch filters, digital signal processors (DSP))
--reduce noise to increase signal to noise ratio; consider using commercially available noise reduction units

· Recognize interference:
--determine whether the interference is internal or external to the radio [disconnect the antenna from the radio; if the noise is still there it's most likely internal to the equipment]
--determine whether the interference is intentional or unintentional
--report intentional interference incidents

· Work through interference:
-continue to operate!
--improve signal to noise ratio if possible
--adjust the receiver
--increase transmitter power output as authorized
--adjust or change the antenna type and/or configuration; capability to switch quickly between different antennas (dipole, loop, inverted L, etc.)
--shift to alternate frequencies
--use procedures meant for operating under difficult conditions (repetitions, words twice, read back, group count, relays, etc.)
--use other stations who may have stronger signals to relay comments or traffic.
--change modes of operation.  If you're operating voice consider switching to a digital mode; digital modes normally use less spectrum and often offer better efficiency in the presence of interference.

· Where deliberate jamming of a frequency is suspected, IGNORE the jammer and MAKE NO REFERENCE on frequency to the jamming.  Continue working as best as you can, using repetitions as needed.  Remember, recognizing jamming gives the jammer the recognition they seek.

· On VHF nets, especially when a repeater is used, attempt to identify the jammer by listening on the repeater input frequency while attempting to determine direction of the interfering signal.  DO NOT discuss direction finding (D/F) activities regarding the jammer on the air on any frequency [just like in the amateur service].

· Submit an interference report.  Historically Army MARS interference reporting was done using DA Form 5528-R.  As with many of our old forms this one is no longer available.  However you can still format your report appropriately by addressing the following points in your report through your chain of command:

--Time the interference started and stopped
--Operating frequency
--Frequency of the interfering signal
--Type of equipment used to measure the frequency of your signal and the interfering signal
--Emission type of the interfering signal
--If possible, identify the source or origin of the interfering signal
--Information that will help investigators to identify the interfering signals
--The call sign of the interfering signal if heard
--If possible, the geographical location of the interfering signal 
--Did you make contact with the interfering station?
--Was the interfering station in contact with another station?  If so, list the other station call sign if heard
--Was the interfering station involved with an organized net?
--Identify any special characteristics heard on CW signals
--Identify any special voice characteristics heard
--Indicate the bandwidth of the interfering signal
--Any additional information that may help officials resolve the interference

· PATIENCE.  Finally, what we do is too important to not do it right.  Be patient, use the techniques we have discussed to continue to work through interference until you accomplish your mission.

Questions for discussion:
· Ask for techniques net members have found useful in working through interference.

Questions that came up during discussion:
The way ahead: Next time we'll turn our discussion to MARS call signs.
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