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File About Help

Status: Idle...
Messages \ Search | Sync | Log | Reports | Settings

Last Processed Message: ‘D:/Documents/!Test,Messages/Bulk/X/)OOOOOO( #0190 1902158.txt ‘
Pending Action: | 347 Formatting Errors: [ Hpd|

Message Summary Show My
SUMIDKEY RECIPIENT SENDER PRECEDENCE ~ DATETIME ~ MMMESSAGEID MMUSMTFTYPE ~ MMUSMTFREF STREAM OPTAG ~! " Messages

11 UHCXAAA UHWHHCP ROUTINE 2015-11-08T12... _R_ UHWHHCP ... bulk Show

2 3 UHXAAA AAADAK ROUTINE 2016-01-11T22:... |_R_AAADAK #0... bulk Processed

3 6 UHWHHC AAROLP ROUTINE 2015-11-08T12... _R_AAROLP #00.. bulk

4 9 HIGH CARD W... DESERT ROUTINE 2014-10-27T04.... |_R_DESERT EAG... bulk

5 10 UHXAAA AAAOAK ROUTINE 2016-01-11T22:... _R_AAAQAK #0... bulk © Enable Button

6 11 RO AAROAM ROUTINE 2016-02-06T15.... |_R_AAROAM #0... bulk Mark Al

Processed
712 RO1 AARDAM ROUTINE 2015-09-08T14:.. _R_AAROAM 08.. GENADMIN/AR... SUBJ/ALE CON... bulk
g 13 RO AARDAM ROUTINE 2015-09-08T14... _R_AAROAM 08.. GENADMIN/AR... SUBJ/ALE CON... bulk =

Formatting Errors

IDI(E\’ MMMESSAGEID MMRAW MMERRORLIST +
1 2383 _R081513Z AU... ZNRUUUUUZ... ERROR - Could not parse recipient(s)ERROR - Missing Format Line ...
2 2384 _R_a;00' —N",.. ZNRU+LyD>R.. ERROR - Message DTG format error: 2ERROR - Could not parse re... @ Enable Button
3 2385 _R_UHCHBC #0... VZCZCMMM22... ERROR - DTG formatting error: R 112330,RU12016 ZYG Line: 5ERR...
4 2386 _P_UHXXXV #00... PP UHXHREG U... ERROR - First and last code groups do not match.ERRCR - Code gr... A"
5 2387 _R_151951Z AU... RRUHWHZM>j... ERROR - Did not parse message text (missing BT?)ERROR - Missin...
6 2388 _RUHWABAZ ... RRUHXXXV DE ... ERROR - Missing Format Line 1 (VZCZC)Warning - Missing Format ...
7 2389 _R_UHWABAZ ... RRUHXXXV DE ... ERROR - Missing Format Line 1 (VZCZC)Warning - Missing Format ... Re-Scan
8 2390 _R_AAR6TB 172... DE AARGTB NR ... ERROR - Could not parse recipient(s)ERROR - Missing Format Line ... - Streams

"Message Through!"

WHAT’S NEW IN VERSION 2.40.00

e Message Machine user manual (this document) has been heavily revised and new content added —
please give it a thorough re-read

e Added Sync/Remote Sync Function to sync messages between two Message Machines

e Added USMTF Type and Reference fields to the database

e Added extra search features for USMTF type messages

e  Greatly reduced MM GUI size - minimum supported screen resolution 1024x768

e Added configuration option to allow machine mode only on CT circuit — in lieu of authentication

e Added UHXAAA, UHXPPP to ACK and Accept messages function so they no longer need to be added to the
Guarded RI block

e Using proper version numbers as per the User Manual Xx.Yz.Zz
e  Fixed bug in format of MessagelD - should be _R_SENDERCALL_SOMEDATE, where _R_ is the precedence
of the message
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MINIMUM SYSTEM REQUIREMENTS

Windows 7 or above — XP/Vista are not supported by our development tools and not supported by
Microsoft

Running on Linux under Wine is not supported. If you get it to work great, but the next release may break
Any modern processor of 1GHz or higher speed

A multi-core and higher speed processor if running alongside MS-DMT (not recommended)

1024x768 min screen resolution

PURPOSE

Message Machine (MM) is a tool for the MARS Operator who handles digital ACP-126 and ACP-127
messages.

It is developed in Qt (http://www.qt.io), a cross platform application development tool, and compiled for
Windows (32bit), Ubuntu (32 and 64bit), and MAC OS X (Mountain Lion 64bit). While Qt can also create
Android and other mobile platform applications, MM is not designed to run on those platforms.

While all the functions of MM can be performed manually using any methods the operator desires, having
the ability to accomplish all the procedures in message handling in one application enhances efficiency.

The primary use for MM is as a message digest used for message handling. Using MM the operator
immediately visualizes message traffic in the pending action queue that is awaiting processing. The
operator can take a cursory glance at the list of messages and decide if he needs to perform some action
on the messages.

Once the determination has been made that the operator does need to act on the message, MM can be
used to perform those actions. Such actions may be to fix errors in a message and re-process it in the
digest, re-transmit the message to another station, or if the message is addressed to the operator
themselves to decode the message and/or read it.

Once the operator has completed his actions on the message, or if the operator has no action to take on
the message, the message can be marked as processed and it is no longer visible on the pending action
queue.

MM can also perform SQL like searches on the messages in the database. This makes finding messages
painless and fast. The operator can almost instantly know if they have received a message already.

MM includes a Machine Mode that makes operation of the MARS Messaging Station semi-automated.
Remote stations will be able query MM to see if there are any messages for them or for any Relay or
Gateway station and ask MM to send them those messages.

Machine Mode enables automated acknowledgment of received messages which will allow the sender to
know the condition of the received message. The sender can then decide if they need to resend the
message or lower transmission speeds.

MM optionally includes routing capabilities. Based on the user defined ruleset messages received and
processed will be routed to an outbound stream. To enable the routing feature, an unlock code
associated with your call sign needs to be entered in the Routing settings tab.
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HOW IT WORKS

MESSAGE MACHINE PROCESSING FLOWCHART

RX Data Disk

(Terminal) In

Streams

Read & Process
File

Machine
Command?

Process Process
Command

Out

Streams
TX Data .
(Terminal) Disk

Database
Manual
Correct
Errors

X Display List/Sort/Search
Message Message Messages

(Fig. 1) Process Flowchart

MESSAGE PROCESSING FLOW

e  Once your streams are configured and the changes applied, MM will begin to scan the watched folders.
Depending on the number of folders and files located in those folders this scanning process could take a
while as each message is read and parsed for information and then stored in a database. After each
folder/sub-folder is scanned the message lists on the Message tab are updated with the newly processed
files.

e Any message deposited in any of the input stream folders will be processed by MM immediately and if the
message is not a duplicate it will be added to the Message Summary and or Error lists. If the acknowledge
messages checkbox is the settings tab AND the stream the message was received on is also has it’s
acknowledge message checkbox checked then MM will create a response message and send it to the
output stream folder.

e Once MM has finished processing the watched folders all the messages that could be parsed will be
displayed in the Message Summary list and any messages that have formatting errors will be displayed in
the bottom list.

e All responses and messages sent to the output stream folder (AUTOSEND or SENDNOW folders) are
immediately sent by the terminal application (Station Manager or Crypto Comm) to the modem/radio and
transmitted over the air. Once the file is sent to the modem it is moved to the sent folder by the terminal
application.
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MAINTAINING MESSAGE MACHINE PROCESSING SPEED (RESPONSIVENESS)

e Everytime MM is started or when a new message is received, MM scans the incoming stream(s) for new
files. It checks each file in the RECEIVED folder(s) to see if that file has been processed before. This check,
though faster than processing a new file, takes a certain amount of time.

e If there are a large number of messages in the database and a large number of files in the RECEIVED
folders, MM will take a while to process the new file. Depending on the speed of the computer, and if
your Database Settings are set to Mark/Purge/Reindex, this may delay the time that the
acknowledgement message is sent.

e In order to speed up this check, files in the RECEIVED folders should be periodically cleared out. We
recommend the files be moved to a subfolder in the RECEIVED folder called OldFiles or similar. This way if
the database needs to be rebuilt you can set the Include Subfolders option in each of the streams and
these older messages will also be processed. Once the database is rebuilt, uncheck the Include Subfolders
so these old messages will not continue to be scanned.

e You should also periodically delete old messages from the OldFiles folder as there is no sense keeping
messages after a certain time and especially reprocessing them into the database each time it is rebuilt.

e If you insist on keeping old message files, move them to an archive folder where they won’t be scanned
by MM before you rebuild the database.

e The database should also be purged of old messages and re-indexed periodically. The timeframe to keep
messages may be set by your region or state. Set your Database Settings appropriately.

e To create a fresh clean database, first move all the files from the RECEIVED folders to OldFiles or archive
them. Then follow instructions on rebuilding the database.

MULTIPLE MESSAGE MACHINES ON A FIXED FREQUENCY
e  While MM was originally designed to run on an ALE system, if proper etiquette is followed MM can
operate well on a fixed frequency.

e  Multiple operators running MM on the same frequency with acknowledgements turned on can cause
undue interference.

e Only one instance of MM should be running on a single frequency with ACK ALL turned on.

e Ifthe frequency is a region frequency then the instance of MM should be the only instance with ACK ALL
turned on in the region.

e Ifthe frequency is a statewide frequency then only one instance of MM should have ACK ALL turned on in
the state.

e If multiple instances of MM need to be running then turn ACK ALL off on all but one instance.

e The only way to have multiple instances with ACK turned on and not cause undue interference is to have
all instances only ACK messages for their respective call sign.
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THREADING

e Threading allows the operator to use MM while it is processing a large quantity of messages in the
background. Even so, to help MM speed up processing, messages should be cleared out of the incoming
message stream(s) periodically. This period will be determined by your volume of message traffic. (See
Maintaining Message Machine Processing Speed, above.)

e NOTE! While it is safe to exit MM while scanning (blue status) and processing (red status), there is a very
rare stability issue when exiting MM while it is working on any watched folder changed signals. You will
know this is happening because it starts with no user intervention and the status color is orange. To be
sure that MM closes properly and the GUI does not block and hang on exit, let MM complete this process.
Depending on the number of watched folders and number of messages contained therein, this may take a
second to several seconds. Once idle is continually displayed in the status (green) it is safe to exit MM.

VERSIONING

e The versioning scheme used by MM is as follows: Xx.Yy.Zz(ab)

e The Xx is the major version number. It may be a single or double digit number. The number increments
when a major change to the application has been made or a programming milestone has been met.

e Yyis the minor version number and it increments when there is a minor change or addition.

e Zzis a hotfix version and it increments when a bug has been squashed. You should always download the
version with the largest hotfix number than yours. If the fix was for a major bug like a crash bug or a bug
that provided erroneous data, the previous versions will be deleted from the repository.

e (ab)indicates either an alpha or beta release. Alpha releases are the first of a pre-release that are
distributed to a small group of testers who have either programming knowledge or knowledge that is
useful to the development of MM. Beta releases are distributed to a larger group of volunteers that use
MM in their daily operations and report bugs back to the programmers.

e An official release will not include (ab) after the version number. Official releases are intended for all MARS
Membership for operational use.
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HOW TO SETUP - A WALK THROUGH

SETTINGS

GENERAL
File About Help

Status: Scanning streams...

Messages | Search | Sync | Log | Reports \ Settings |

General \ Streams | Database | Notification | Message Sorting | Logging | Machine Mode | Routing \

Confirmations
If checked a confirmation dialog will appear when exiting the program

Confirm Application Exit

Alist of callsigns, ale addresses, etc. that you want MM to respond to
/Always list your issued MARS callsign first as this is the call checked against the routing unlock code.
Callsign(s)

\AAf1,R01,DESERTEAGLE \

Guarded RI@, A list of routing indicators you have been assigned to guard (Use abbreviated Rl as wildcards i.e. UHE to guard all East Rls) Clear
UHWHHETTHXOOV | Guarded RI
Message Sequence #

1N, |

Used in FL1 when re-transmitting messages (resets to 1 after 999)

"Message Through!"

N Di/Dx ITest | K/ folder/MM_2BC_281654Z Oct 2016.txt

e  Confirm Application Exit — Enables or disables exit application confirmation dialog.

e  Call sign — Enter your call sign. It is used in machine mode when filtering incoming messages. Multiple call
signs can go here, separated by commas. This will allow multi call Machine Mode. If you have a routing
unlock code make sure the call sign the unlock code was issued for is listed first.

e Guarded Rls are routing indicators that you are guarding at the moment. These are used when filtering
incoming messages in Machine Mode. Billet calls also go here.

e Do not use wildcard symbols like * or @ as indicated in AM-6!

e If you want to filter all Rls that match UHW then just enter UHW as the RI. If a message contains UHW in
any of the recipient RIs then a match is made.

e Message Sequence Number — Incremental counter used when re-transmitting messages.
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STREAMS

ADD A NEW STREAM

EH Message Machine-2.09b = =

File Help

Status: Waiting for stream initialization...

Messages @ Search Log Stats Settings

General Streams Database = Notification | Message Sorting | Logging = Machin [ *|

Click Add New Stream to open Add New

) Remove Test Stream
Select Stream Folders dialog

Stream Stream Streams Help

Watched Folders: 0

AGES OUTSTREAM ROUT

Stream Description: ALE West Enter a description for the stream

-~ Locate the stream input folder Include subfolders iff you want
Select Inpu B/(nclude ACK

Stream Folder :/ARMY MARS/MsgTerm2/RCVD FILES Subfolders Nessages

Check thiis if you want to ACK messages

Locate the stream output folder

Select OUPUE |\ puy MARS/MsgTerm2/SendText Encrypted SPcthis fream

Stream Folder

Select if this is a routing stream
[FrRoting Stream

Select Command

Stream Folder
Cancels this stream addition

>

Adds the stream to the stream list —— OK Help Cancel

Apply Cancel
Changes Changes

EXIT

e Streams are used to tell Message Machine (MM) where to watch for incoming messages. Your terminal
program, when configured to do so, will save received messages to a specified folder. When configuring
MM Streams, set the stream to the same folder where your terminal program saves the message files.

e MM can be configured to watch several folders allowing you to run multiple terminal programs.

e The limit on the number of folders MM can watch will be set by your computers capabilities and available
resources which will likely be way more than you need. Remember all subfolders under a stream are
considered a separate stream which uses up system resources. Check the include subfolders checkbox
wisely.

e If your terminal program supports auto sending of message files by placing a file in a specified folder, then
an output stream can also be configured and MM will place a message file there when directed and your
terminal program will transmit that file.

Copyright © 2016 & 2017 ARMY MARS Technical Operations Group (AMTOG) Page |10



“MESSAGE THROUGH!”

e To configure a stream, click on the Settings tab then select Streams.
e Toadd a new stream:
e  Click on the Add New Stream button.

e Add a meaningful description for the stream so you will be able to tell what the stream is from the
description.

e  Press the Select Input Stream button and a folder selection dialog will appear. Navigate the file system to
the folder you want to watch and press Select Folder. If you need to also watch subfolders then check the
Include Subfolders box. Be careful with how many subfolders you are going to watch as this could result
in running out of system resources and cause MM to not function as expected and even cause your
computer system to act erratically.

e If you also wish to re-transmit messages, and your terminal program supports it, you can configure an
output stream and point it to the Send Text folder as configured in your terminal program.

e Once you are happy with the current stream settings, press the OK button. The streams location is tested
and if no problems are found a green connected status will be displayed along with the stream description
and locations.

e Once you have added all the necessary streams and are happy with the results, press the Apply Changes
button to permanently save your stream configuration. Message Machine will now start scanning your
streams input folders.
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 Messages | Search | Log | Stats Settings ~Opens Stream Help dialog \

Watched Folders: 2

QOpens file select dialog

AN
General Streams ‘ Database | Notification | Message Sorting | Logging\L Machin « [»
\

_Add New
Stream

Remove
Stream

Test
Streams

“Stream

Help

Checks INSTREAM to see if it exists e

1
2

STATUS DESCRIPTION

INSTREAM

INCLUDESUBFOLDERS  A(

ALE East C:/ARMY MARS/MsgTerm2/RCVD MSGS 0
ALE West C:/ARMY MARS/MsgTerm2/RCVD FILES 0

Red indicates a stream that can not be found.
Green indicates a stream that exists

Cancels any changes made to the stream list \

0
0

Applies any changes made to the stream list
Also starts message processing

_Apply

Changes

EDITING STREAMS

Copyright © 2016 & 2017 ARMY MARS Technical Operations Group (AMTOG)

To edit a stream double-click on the stream you want to edit.

Change the desired information.
Click OK.
Press the Apply Changes button.
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DELETING A STREAM

File Help

Status: Idle...
‘ Messages | Search | Log | Stats ‘ Settings ‘

General Streams ‘ Database | Notification | Message Sorting = Logging | Machin < »

Add New Remove Test Stream

Stream Stream Streams Help
| Remove the currently selected stream

Watched Folders: 1 Click the Remove Stream button /

STATUS DESCRIPTION INSTREAM INCLUDESUBFOLDERS A(

1§ Disconnected C:/ARMY MARS/MsgTerm2/RCVD MSGS .

2 C:/ARMY MARS/MsgTerm2/RCVD FILES 0
Highlight the stream you want to delete

Click Apply Changes to save any changes to the stream list \

Abply
Changes

DELETING STREAMS
e Select the stream you want to delete.
e  Press the Remove Stream button.

e  Press the Apply Changes button.

NETWORKED STREAMS

e  When adding a stream located on a networked computer, make sure the shared folder of the remote
computer is mapped to a drive letter on the computer that MM is running on.

e To map a networked shared folder, locate that folder, right click on the folders icon and select Map
network drive...

e  Choose a drive letter that has not been assigned and make sure the Reconnect at login box is checked.
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e Then click the Finish button.
e Now go add your stream to MM using the Drive letter of the shared folder you just mapped.

PLAINTEXT AND CIPHERTEXT

Before Message Machine transmits any message it first looks for the ZNY operating signal on FL4. If it finds ZNY
then it will not send a message out a stream unless that stream is marked as an Encrypted Stream.

STATION MANAGER

For Station Manager Streams, point the inbound and outbound streams to the respective folders as shown.

Station
essage Manager

]

(Mark Ciphertext Stream as Encrypted Stream)

For plaintext streams, point the inbound and outbound streams to the Received and AutoSend PT folders
respectively.

For ciphertext streams, point the Inbound and Outbound streams to the Received and AutoSend CT folders
respectively.

CRYPTOCOMM
For CryptoComm (CC) Streams, there are three options: SENDNOW, SENDNOWPT, and SENDNOWCT.

SENDNOW will use the current processing chain as set by an incoming message. If a message was received
plaintext then assuming the message being sent does not contain ZNY the response message will go out plaintext.

If ZNY exists in the response message and the outbound stream is NOT marked as an Encrypted Stream then
Message Machine will not send the response.

If a response to a received plaintext message is marked ZNY and the output stream is marked as an encrypted
stream, CC will also check any outgoing messages for ZNY and ensure the transmission is encrypted. For instance,
a ZEE machine command arrived plaintext, the response messages is marked ZNY, the output stream is marked as
an encrypted stream, CC will transmit that message with the currently configured key.

If a routing rule is configured with a key OPSIG (ZYG/ZYS etc.), then when MM saves a message to the
AUTOSEND/SENDNOW folder with the OPSIG in the filename. Now the terminal will encrypt the circuit with that
key, providing the key exists and the terminal can find it.

Copyright © 2016 & 2017 ARMY MARS Technical Operations Group (AMTOG) Page |14



“MESSAGE THROUGH!”

If the message arrived in ciphertext then CC will send the response in ciphertext using the same key used to
decrypt the message.

SENDNOW should be the go to outbound folder when creating streams for CC. Because CC checks each message
for ZNY and that the specified key exists before it sends a message, it is safe to mark SENDNOW as an Encrypted
Stream.

SENDNOWPT will send the response in PT unless the message is marked ZNY. Use this for general PT
BROADCASTS. If you configure this folder as an output stream, DO NOT mark it as an encrypted stream.

SENDNOWCT will send the message in the default Tx key as configured in CC Settings/Encryption tab. Use this
folder for general CT BROADCASTS using a specific key. A ZNY and key check are performed to make sure a
message is not sent using the incorrect key. It is safe to mark this output stream as an encrypted stream.

Since CC has only one incoming folder (RECEIVED) only one of the above outbound folders should be configured
(SENDNOW).

In all cases, SENDNOW, SENDNOWCT, and SENDNOWPT, CC checks the message for ZNY before deciding if it is OK
to send the message over the air. If no ZNY is found the message goes out. If ZNY is found then a key check is
made by looking in the filename for the key OPSIG. If the key is available the message goes out ciphertext. If the
key cannot be found the message does not go out.
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MESSAGE MACHINE CT STREAM EXAMPLE

&

File Help

Status: Idle...
‘ Messages | Search | Log | Stats \ Settings ‘

Message Machine - v2.10aRC build: 2016.10.17

General Streams ‘ Database | Notification | Message Sorting | Logging | MachinME

Add New Remove
Stream Stream

Test
Streams

Stream
Help

Stream Description: |CipherText Stream Example

STING/REC

Select Input

3 Stream Folder kationManagerZDlBlDMjRECEIVED_CT | O

Points to RECEIVED_CT

Include
Subfolders

Select Output
Stream Folder

ads/StationManager20161004/ AUTOSEND_CT

Points to AUTOSEND_CT

[[] Routing Stream

Select Command
Stream Folder

ACK

Messages

Encrypted Stream

0K || Help H Cancel

For Ciphertext streams ensure the Encrypted Stream checkbox is checked.
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DATABASE SETTINGS

Database (dB) maintenance helps keeps the SQL database lite and fast. Every message that is received and
processed is compared to each message in the database to check for duplicate message. On a large data base this
takes time. Purging unnecessary messages from the database will help message machine be more responsive
when acknowledging a message.

Another important factor to consider along with dB maintenance is keeping the terminal application received
folders cleared of old messages. Every time a new message is received a signal is emitted that a stream has
changed. MM then scans the stream folder and compares all files to files stored in the database looking for any
new files. This can also take some time if there are a lot of messages in the received folder. If you must keep old
message text files then create a subfolder in the received files folder and periodically move the old messages into
it. By doing this we keep Message Machine responsive but still allow a full restore of the database if we need to by
checking the Include Subfolder checkbox in the stream settings. Once the database has been restored don’t forget
to uncheck the Include Subfolder checkbox to again keep MM responsive.
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File Help

Status: Idle...
Messages @ Search | Log | Stats Settings

General Streams Database Notification = Message Sorting = Logging = Machin ¢ »)

Check the box to enable the feature = PURGE / Set the number of days

Purge

Automatically purge DISCARDED messages older than 30 days. [ Quick (no log) Now

Quick mode processes action in one SQL Query
Automatically purge PROCESSED messages older than (365 days. [ Quick (no log)
If Quick mode is not checked each message is purged individually and can be logged
Automatically purge ALL messages older than 365 days. [ Quick (no log)

Automatically re-index database (may take a long time depending on database size)

MARK These buttons perform the action now %

Mark
Now

Mark
Now

Automatically mark error messages discarded older than |7 days. ¥ Quick (no log)

Automatically mark messages processed older than |90 days. ¥ Quick (no log)

Enable Purge Buttons \ Purge ALL Purge Rebuild

Enable Buttons |Discarded Entire Database
Messages Database Tables

EXIT

e  Automatically purge DISCARDED messages older than XXX days will check at program start and when an
inbound folder changes for DISCARDED messages to purge. This is checked after every Stream, including
subfolders, has been scanned.

e The Quick checkbox purges messages from the database in one SQL query. This is very fast, however no
log of what messages were purged can be made. If Quick is not checked each message is purged
individually and a record of the purge is recorded in the log. Naturally this takes much longer.

e  The Now buttons will perform the action to the left of the button when safe to do so.

e Automatically purge PROCESSED messages older than XXX days will check at program start and when an
inbound folder changes for PROCESSED messages to purge. This is checked after every time a stream,
including subfolders, has been scanned.

e Automatically purge ALL messages older than XXX days will check at program start and when an inbound
folder changes and automatically purge ALL messages older than XXX. This is checked after every stream,
including subfolders, has been scanned.
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e Automatically re-index database will make the IDKEY of the SUMMARY and MMMASTER tables
consecutive. There is no Quick method for re-indexing the database. Depending on how large the
database is and where the consecutive numbering starts the length of time to re-index the database may
take a considerable amount of time. Having a consecutive IDKEY index is not required, but depending on
how large the IDKEY index number gets you might want to re-index once in a while. If you are only
handling a small number of messages per day and have all the auto-MARK and auto-PURGE checks
marked then auto-REINDEX should be quick and painless if used from the start. This is checked after
every Stream, including subfolders, has been scanned.

e Automatically MARK error messages discarded will mark messages in the Formatting Errors list on the
Messages tab as discarded if they are older than XXX days. Discarded messages then can be auto-purged
if the meet the date requirements of the auto-purge DISCARDED day’s block. This is checked after every
Stream, including subfolders, has been scanned.

e Automatically MARK messages processed will mark messages in the Message Summary list on the
Messages tab as processed if they are older than XXX days. Processed messages then can be auto-purged
if the meet the date requirements of the auto-purge PROCESSED day’s block. This is checked after every
Stream, including subfolders, has been scanned.

e  Purge ALL Discarded Messages will purge ALL messages marked as DISCARDED regardless of how old they
are.

e  Purge ALL Processed Messages will purge ALL messages marked as PROCESSED regardless of how old they
are.

e  Purge Entire Database will purge ALL Message and Processed Files Tables but not delete the actual
database tables. If you press the ReScan Streams button on the Messages tab then all the streams will be
rescanned and the message files reprocessed and stored again in the database. Use this when you want
to rescan all your incoming streams like they were being scanned for the first time.

e  Rebuild Database Tables will delete all the database tables except for the Stream tables. A restart of MM
will rebuild the deleted tables. Use this when the database becomes corrupt or you are upgrading to a
version of MM that is not compatible with the current database.

REBUILDING THE DATABASE

e If your database is not compatible with the current version of MM, or the database gets corrupt,
messages will not show up in the Message Summary, Formatting Errors and/or Search lists. When this
happens you will need to rebuild the database.

e Rebuild Database Tables will delete all the database tables except for the stream tables. This is the same
as deleting the database file except you now do not have to re-configure your stream settings.

e  You only need to rebuild the database when Message Machine has an upgrade that requires a dB wipe
due to a new field being added to the database, if the database file becomes corrupt or if you want to
start with a fresh new database.

e After pressing the OK button Message Machine will close and the database tables will be rebuilt when
MM is restarted.
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NOTIFICATIONS

File Help

Status: Idle...
Messages | Search | Log | Reports | Settings ‘

General | Streams | Database \ Notification \ Message Sorting | Logging | Machin |*

Disable Notifications

System Tray Notifications
Pop-Up Window

Audible Sound |back2worky.wav - Add your own wav files to the sounds folder.

Internet Notifications
Text Message Enter cell phone number Select Carrier AT&T
Email |Enter your e-mail address SMTP Enter SMTP address

"Message Through!"

e Disable Notifications — Disables all notifications

e System Tray Notifications — Enables System Tray Notifications
e Pop-Up Notifications — Enables PoP-Up Notifications

e Audible Sound — Enables an audible sound

e  You can also add multiple wav files to the sounds directory and chose which sound file to use for
announcements.
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SORTING SETTINGS

File Help

Status: Idle...
‘ Messages | Search | Log | Stats ‘ Settings ‘

\ General | Streams | Database | Notification \ Message Sorting = Logging = Machin «|*
Sort By:

Choose any of the following fields to sort by

Recipient
Sender You can sort in ascending or descending order

Precedence
Date

e Sort By — Chose a field (column) to sort by. Will sort the Message Summary list in the main window.

e Sort Order — Chose Ascending or Descending order.
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LOG SETTINGS

File Help

Status: Idle...
\ Messages | Search | Log | Stats \ Settings ‘

‘ General | Streams | Database | Notification | Message Sorting  Logging Machin-‘H

Log Level: (Verbosity) V  Set the logging level of the log itself
ACK Messages

Application Choose the logging level of each application function

Database 1- Log Level ~
If the Log Level is lower than the function level a log entry

Errors 1-Lloglevel ~ R X
will be made to the log tab and to the log file

Files 2 - log Level ~
Messages 1- Log Level ~

o Log Level sets the desired verbosity level of the logging function.
e  Each function listed allows the operator control over what level they want the function to be logged at.

e  For reporting bugs please ensure all function levels are less than or equal to the Log Level and the
function level is not set to 0 (Don’t Log) so the log file contains as much information as possible.

e Adjust log levels to your region requirements or if none to your desired levels.
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MACHINE MODE SETTINGS

File About Help

Status: Idle...

| Messages | Search | Sync | Log | Reports | Settings |

| General | Streams | Database | Notification | Message Sorting | Logging = Machine Mode Rout‘]’

<[] <

"Message Through!" EXIT

MESSAGE SETTINGS

Enable Machine Mode — Turns on semi-automated message retrieval function. Currently supports QRU,
ZEE, ZDK, QSL, and VER commands.

Machine Mode Only on Encrypted Circuit — When enabled (default) machine commands will only be acted
upon if Machine Mode is enabled and the machine command message arrived in Ciphertext (CT). If the
machine command arrived in Plaintext (PT) then an error message is generated and transmitted.

Allow Remote Sync — Allows distant end to initiate the Sync process on your machine.

Enable QSL by Callsign will add the remote operator’s call sign to be appended to the message digest so
that it won’t show up in subsequent QRU requests. This allows the message to still show up in QRU
requests by other stations.

Allow Multi-Message ZEE — Allows the ZEE machine command to send more than one message per
transmission. See Machine Mode Syntax for more information.

Message Size Limit — This is the size limit of the composite response message to a multi-message ZEE
command. Consider current modem baud rate and TX duty cycle of your radio when setting this limit.
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e Acknowledge Incoming Messages — Acknowledge None will not ACK any messages, ACK Only Mine will
only ACK messages for the configured call signs and Guarded Rls while ACK All will ACK all incoming
messages.

e Ignore message with more than X formatting errors — Messages containing more than the selected
number of formatting errors will be completely ignored. They will not be acknowledged or added to the
database. This is regardless of how Message Acknowledgment or Message Acceptance are set.

e Accept Malformed Messages when checked will save messages with procedure or garble to the database.
If not checked and a message is malformed and if Acknowledge Incoming Messages is checked, an
acknowledgement message will be sent indicating the errors and that the message was NOT accepted or
stored.

e Accept Messages radio buttons is useful when monitoring frequencies for random traffic. Instead of
intercepting all messages you can filter to just your call sign or your call sign and any Rls you may be
guarding. If you are using MM for your individual station then filtering is recommended. If you are
operating as a relay or gateway then filtering is not recommended.

MACHINE MODE SYNTAX

e In order to communicate with Message Machine remotely the operator must use commands. These
commands tell MM what you want it to do. For MM to understand what you want the commands must
follow a specific syntax.

e VZCZC/NNNN are no longer required for machine commands unless the remote station is using a terminal
application that requires them to save the message to disk. Station Manager and CryptoComm do not
require VZCZC/NNNN for machine commands, only for ACP 126/127 messages.

e MM will match patterns in the QRU command, so QRU UHW will return a list of all messages with UHW
in any of the intended recipients.

e The QRU response message includes ---> CALLSIGN ROUTING INDICATORS after each listed message ID.
This indicates the intended message recipients. If your call sign or a specific Rl you are guarding for is not
listed then the message does not concern you and there is no need to waste resources retrieving it.

e Machine Mode syntax is as follows:
(5 spaces CR/LF)
CALLSIGN-CM DE MYCALL (CR/LF)
COMMAND [PARAMETER] (CR/LF)
K (CR/LF)

e Where COMMAND is either VER, QRU, ZEE, ZDK or QSL.
e The VER command will return the version of MM.

e The syntax is as follows:

AAM-CM DE MYCALL
VER
K
e Inthe case of the QRU command the PARAMETER, another call sign, is optional.
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e Inthe case of the ZEE command the PARAMETER, the line number(s) or messagelD of the message you
want, is required.

e  For example, to request a list of messages for your call sign:

AAM-CM DE MYCALL
QRU
K

e Torequest a list of messages for another call sign or routing indicator:

AAM-CM DE MYCALL
QRU OTHERCALL
K
e Torequest a list of all messages for UHW in the RI/Call:

AAM-CM DE MYCALL
QRU UHW
K

e Torequest a list of all messages for multiple RIs or call signs:

AAM-CM DE MYCALL
QRU UHEAA,UHEAB,MYCALL
K
e The response for no messages waiting is:
12572
DE AAM-CM
QRU
AR
e The response if there are messages waiting for your call sign might be:
12572
DE AAM-CM
QTC2
1- 8 SOMECALL #012 0971007
2 - 10 SOMECALL #013 0971010
e The response if there are messages waiting for the requested call sign might be:
12572
DE AAM-CM
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QTC 2 OTHERCALL
1-5SOMECALL 0019 0450900
2 - 21 SOMECALL 0035 0461455

e Toretrieve a message just request the line number of the message you want as follows:

AAM-CM DE MYCALL
ZEE1
K
e The preceding request would return the first message on the list (line 1)
e ltis highly recommended you use line numbers for all machine commands that accept them.

o Toretrieve a message just request the message ID of the message you want as follows:

AAM-CM DE MYCALL
ZEE SOMECALL 0019 0450900
K

e Toretrieve a composite message of multiple messages just request the line numbers of the messages you
want as follows:

AAM-CM DE MYCALL
ZEE 1,2,4,6
K

e To QSL a message just QSL the line number of the message as follows:

AAM-CM DE MYCALL
QsL1
K

e Again it is highly recommended you use line numbers especially for QSL since the ID or partial ID may
match a different message and the correct message will not be marked QSL.

e You can also QSL a message by the message ID of the message as follows:

AAM-CM DE MYCALL
QSL SOMECALL 0019 0450900
K

e If the Mark Messages Received checkbox is checked the message just sent would be marked as sent. This
way it will not show up in another QRU request.

e If you did not receive the message intact, then before you request another QRU, ask for that same
message again as the current QRU request list is still valid until it is over-written by the next QRU request.
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ROUTING SETTINGS

x
File About Help

Status: Idle...
Messages | Search | Sync | Log | Reports \ Settings ‘

General | Streams | Database | Notification | Message Sorting | Logging | Machine Mode \ Routing

[ Enable Routing Routing Unlock Code |

Broadcast RI

Enter partial or co..

"Message Through!"

ﬂ

e Routing of messages using an ALE network can be a complicated process and the ruleset can get a little
confusing. Misconfigured routing rules can be detrimental to the ALE network and as a precaution the
routing feature has been locked.

e Not every MARS operator will need the routing function. If your station will be providing automated relay
of messages (routing) you will be issued an unlock code. This code is unique to your call sign.

e Once avalid unlock code has been entered the routing feature will be unlocked.

e Enable Routing turns on the routing function. When enabled, the routing function looks at a message that
was just received and based on the routing rules will retransmit the message out the stream associated
with the recipient RI.

e You must have one or more outbound streams configured as a routing stream for routing to work.

e Optionally a Circuit Key OPSIG can be assigned to the rule. This will allow MM to tell the terminal
application which key to use to send the message. If the terminal does not have this key then the
message will not be transmitted.
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File About Help

Status: Idle...
Messages | Search | Sync | Log | Reports ‘ Settings ‘

General | Streams | Database | Notification | Message Sorting | Logging | Machine Mode ‘ Routing |

Routing unlock code assigned to your issued call sign

I Enable Routing Messages addressed to this Rl will go to Broadcast Routing Unlock Code | |
\R/ Scheduler (For Gateway use only)
Broadcast RI UH F

"Message Through!"

e The Routing Indicator (Rl) is a partial or full Rl that will be matched against the Rls in the received
message. If a match is made in the routing rules the message will be sent out the associated stream.

e The stream is selected from the list of outbound streams configured as routing streams in the
Settings/Streams tab. If no outbound streams are configured as routing streams the stream list in the
Routing tab will be blank.

e The ALE Address is used if you have a compatible ALE system (currently Harris PRC-150, Icom F8101 in
progress) otherwise it is ignored. If you have a compatible ALE system an ALE CALL will be made to the
addresses in order until the message is passed. This requires a separate application that communicates
with the radio to perform the ALE CALL.

e Example ruleset:
UHE-->ALE East Route-->EAB
UHC-->ALE South Route-->CAB
UHW-->ALE West Route-->WAB
UHEA-->ALE East Route-->EAB
UHEB-->ALE East Route-->EAB
UHXAAA-->ALE East Route-->EAB
UHXAAA-->ALE West Route-->WAB
UHXAAA-->ALE South Route-->CAB

e UHE matches any Rl that starts with UHE and will route to the outbound stream associated with ALE East
Route.
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e If a compatible ALE system is in place an ALE CALL to EAB will be initiated. If a link is established the
message to be routed will be transmitted.

e If not using a compatible ALE system the message will sit in the outbound folder until handled by
compatible software.
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File Help

Status: Idle...
‘ Messages | Search | Log | Stats ‘ Settings ‘

5 | Database | Notification | Message Sorting | Logging | Machine Mode \ Routing M

Enable Routing Routing Unlock Code -

Broadcast RI ‘ ‘

Enter partial or co...

ALE West-->ALE West-->WAB
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THE TABS

MESSAGES TAB

File About Help

Status: Idle...
Messages ‘ Search | Sync | Log | Reports | Settings

Last Processed Message: ‘D:/Documents/!Test,Messages/Bulk/X/X)OOOOO( #0190 1902158.txt ‘
Pending Action: | 7347 Formatting Errors: [ HpJ|

Message Summary Show My
SUMIDKEY RECIPIENT SENDER PRECEDENCE DATETIME ~ MMMESSAGEID MMUSMTFTYPE  MMUSMTFREF STREAM OPTAG ~! Messages

11 UHCXAAA UHWHHCP ROUTINE 2015-11-08T12.... _R.UHWHHCP ... bulk Show

2 3 UHXAAA AAADAK ROUTINE 2016-01-11T22.... _R_AAAQAK #0... bulk Processed

3 6 UHWHHC AAROLP ROUTINE 2015-11-08T12... _R_AAROLP #00... bulk

4 9 HIGH CARD W... DESERT ROUTINE 2014-10-27T04.... |_R_DESERT EAG... bulk

5 10 UHXAAA AAADAK ROUTINE 2016-01-11T22.... _R_AAAOAK #0... bulk - Enable BUtton

6 11 RO1 AARDAM ROUTINE 2016-02-06T15.... |_R_AARDAM #0... bulk Mark Al

Processed
7 12 RO1 AAROAM ROUTINE 2015-09-08T14.... _R_AAROAM 08.. GENADMIN/AR... SUBJ/ALE CON... bulk
8 13 RO1 AAROAM ROUTINE 2015-09-08T14.... |_R_AARDAM 08... GENADMIN/AR... SUBJ/ALE CON... bulk =

Formatting Errors

IDKEY MMMESSAGEID MMRAW MMERRORLIST -
1238 _R081513Z AU.. ZNRUUUUUZ.. ERROR - Could not parse recipient(s)ERROR - Missing Format Line ...
2 2384 ROl —N".. ZNRU+LrD*R .. ERROR - Message DTG format error: 2ERROR - Could not parse re... © Enable Button
3 2385 _R_UHCHBC #0.. VZCZCMMM22.. ERROR - DTG formatting error: R 112330RU12016 ZYG Line: SERR..
4 238 _P_UHXXXV #00... PP UHXHREG U... ERROR - First and last code groups do not match ERROR - Code gr... Al
5 2387 _R_151951Z AU... RR UHWHZMay... ERROR - Did not parse message text (missing BT?)ERROR - Missin...
6 2388 _R_UHWABAZ .. RRUHXXXV DE ... ERROR - Missing Format Line 1 (VZCZC)Warning - Missing Format ...
7 2389 _RUHWABAZ ... RRUHXXXV DE ... ERROR - Missing Format Line 1 (VZCZC)Warning - Missing Format ... Re-Scan
8 2390 _R_AARGTB 172.. DE AARGTB NR ... ERROR - Could not parse recipient(s)ERROR - Missing Format Line ... - Streams

"Message Through!" EXIT

e This is where the messages that are awaiting operator intervention are displayed. The message summary
list displays all the unprocessed messages. The Formatting Errors list displays messages that have errors
and are not marked as discarded.

e At the top of the tab above the message lists, the last processed message is displayed along with the
number of messages pending and that have errors are shown.

e If you want to display only messages for your call sign and any Rls you are guarding then check the Show
My Messages box.

e If you want to display messages that have been marked as processed by the operator check the Show
Processed box.

e If you want to processes all the messages in bulk then select the Enable Button and press the Mark all
Processed button. Do the same thing with the Discard All button if you want to discard all the messages
with errors.

e Toview a message in either list, just double-click the desired message line. From the view message dialog
window the message can be edited, marked as processed, re-transmitted (if an output stream has been
configured), or if the message is too corrupted and can’t be repaired the message can be discarded.
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MESSAGE ERRORS

1]

Message Machine-2.09b - B

TX Enable
Status: ERRORS Output Stream: ALE West -~ LRk he
Message X Processed

Formatted Message Edit Raw Message Fized Code Groups | ACK Log Properties

Record# 16 File Date: Stored Date: 2016-07-30T1l6:46
Filename: Operator Tag (searchable):

8 |open File| |, Group Count does not match

Message ID: First/Last Group Count Is Is Has Is
Match Match Discarded Edited Error Processed

R UHCEBTX #0030 0571645
o Group Error# Percent Garble |0
RR UHEABNY " Error List: Indicateserror

DE UHCABTX #0030 0971645 . .. .
ZNR UUUUU F— Warning —.Mlgsnlg ]:"ormat.Llne S (XMT)
R 071645z APR 2015 2YG i ERROR - Missing Format Line 10 (GR)
Editing | garning - Missing Format Line 14

BT \
. .. Warning - Missing Format Line 15 (C)
Group Count is missing 9 g

WEXY93209 POALOKIH LWQBPNIF HZQYSSZ6 VIKVZFAR JDQ328FF BZBABEFB
AVEPCT51 PDQYJT12 ADATGZFD ARMIPZHH HINKDYY4 433GTV12 CSVNHASF
WC2TJ6TF 4PUTKTTS VYH1QZO6 ESH11RB84 GWDKP222 OB5YCGSA CTUXKCING Enable
1CWMIWYE FXR4Q4YD 3PKHUIR7 WSNHIGTB NROGK9Z3 YDGHZLSC UBSBF2UB Life RS ey
9LSVPS28 IJTFZOUS BRFUKLTD OP2NSRVA DB6RAAFS FWAPY199 0208L9GD

Enable
Editing

Copy
Code Groups

Discard Process
Message Changes

OK ‘ ‘Cancel‘

D:/Documents/!Test Messages - No Subs/Old Drive 4/ARMY MARS/MsgTerm2.2.4b/RxFiles/fUHWABAZ #0005 2761939 - 125553 .txt
The Error List in the Edit tab contains errors and warnings.

e Warnings can usually be ignored but are there to remind the operator they may require some other
format lines. Warnings will not stop a message from being retransmitted.

e Errors do stop the message from being retransmitted and need to be corrected (if possible) before they
can be retransmitted. If the message is not recoverable in itself then ask for the message to be sent
again. If the error is the message was received partially garbled then maybe the missing information will
arrive in the next transmission.

e [Ifthe message is too garbled then it should be discarded. Discarded messages are not deleted from the
database and can be found in the search tab by clicking the Show Discarded check box. The result can be
further refined with additional search queries. A discarded message can be restored by clicking on the
Restore Message button.
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MESSAGE EDITING

£ Message Machine-2.09b - O

TX Enable Mark Z&s
Status: ERRORS Qutput Stream: ALE West ~ 2L RS
Message TX Processed

Formatted Message Edit Raw Message Fixed Code Groups ACE Log Properties

Record# 16 File Date: Stored Date: 2016-07-30T1l6:46
Filename: Operator Tag (searchable):
8 Open File

Message ID: irat/Last Group Count I= I= Has Is

v d
Match Match Discarded Edited Error Processed

_R UHCABTX #0030 0971645 B
Group Errord 0 Press the Enabte-Eelitinrghutton

RR UHERBNY ~ Error List:

DE UHCRBTX #0030 0971645 T S e
ZNR UUTUU Warning — Missing Format Line 9 (XMT)

R 0716452 APR 2015 ZYG Disable | ERROR - Missing Format Line 10 (GR)
GR 76 Editing | warning - Missing Format Line 14
BT \Add the Group Count Warning - Missing Format Line 15 (C)

WEXYS325% PORLOKIH LWQSPNIF HEQY9SZ6 VIKVZFAR JDQ328FF BZBABEFB
4VEPCIS1 PDQYJI1Z2 AD47GZFD ARM1PZHH HINEKDYY4 433GTV12 CSVNHASFEF
WC2IJ6IF 4PUTKTTYS VYHIQZO6 ESH11RE4 GWDKP2Z22 085YCGSA CTUXCLNSG
1CWMIWYE FXR4Q4YD 3PKHUIR7 WSNHIGTB NROEKSZ3 YDEHZLBC UBSBFZUB
9LSVPS28 IJTFZOUS BRFUKLTD S9P2ZNSRVA DB6RARFS FW4PY199 02Q8LOGD

Enable
Editing

Enable
After edits have been made press the Process Changes button Editing

Copy - Discard Process
Code Groups OK Cancel Message Changes

D:/Documents/!Test Messages - No Subs/Test/MSG03_02_01_50.txt

To edit a malformed message, double click on the message in the Formatting Errors list. To edit the
message header, body, or ending, click the Enable Editing button to unlock editing mode for that text box.

e If you have major edits to accomplish, you can copy the raw message text and paste it into the header
text box, or in notepad, and make the necessary changes, making sure to copy/paste back into the header
text box. Make sure you clear out the text and ending boxes if you are making a change to the complete
message instead of on a part of it.

e Once you have reformatted the message, press the Process Changes button. If there are no further
formatting errors the message will disappear from the Formatting Errors list. If not reedit the message to
fix the additional errors.

e Message Machine will process and accept a message without checking pages. However, re-pagination is
accomplished when a message is edited and re-processed. Message paging conforms to ACP-127 and is
limited to 6 pages. If more than 6 pages are created when a message is re-processed the message will be
marked with an error.

e  While MM will handle multi-sectional message it does not recognize them as such and does not associate
them as such.
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FINDING THE MESSAGE PROPERTIES

EH Message Machine-2.09b - O

TX Enable Mark As

: : ALE West -
Status: ERRORS Output Stream Message 1B Processed

Formatted Message | Edit | Raw Message | Fizxed Code Groups | ACK Log | Properties
i

MMPrefixGroupCount: / ~
MMTextSubjectMatter: Go to the Properties tab to get the group count received
MMTimeGroup:

MMDateTime: 2015-04-07T16:45:00.000

MMRcvdDateTime :

MMStoredDateTime: 2016-07-30T16:46:37.165

MMFileDateTime:

MMConfirmation:

MMPROCCorrections:

MMEOM :

MMERRORS: 1

MMERRORLIST: Warning - Missing Format Line ¢ (EM)

Warning - Missing Format Line 7 (TO)

Warning - Missing Format Line 8 (INFO)

Warning - Missing Format Line 9 (XMT)

ERROR - Missing Format Line 10 (GR)

Warning - Missing Format Line 14

Warning - Missing Format Line 15 (C)

MMLOGDATA: 1

MMISPROCESSED: 0

MMGROUPCOUNTSMATCH: 0

MMFIRSTLASTMATCH: 1

MMERRORCCOUNT: 0

MMGROUPCOUNTRECEIVED: 76 Group count is shown here
MMPERCENTGARBRGE: 0

MMDISCARDED: 0O

MMBESSENT: 0

Discard Process

Copy
OK Message Changes

Code Groups

‘ ‘Cancel‘

D:/Documents/!Test Messages - No Subs/RCVD FILES/UHCACMO 0026 3132334 - 160052.txt

FIXING CODE GROUPS

e Code group reassembly is a work in progress and is still in its infancy as it is a rather in-depth procedure.

e |f the message was received with code groups intact you can copy the code groups (without the page
breaks etc.) by pressing the Copy Code Groups (red) button. You can now paste the clipboard into
TRANSEC to decode.

e Ifthe message was received with corrupt code groups, the following steps can be taken to try to fix them.

e MM will not allow you to re-transmit a message when there are XXXXXXXX code groups. It is improper
procedure to propagate messages containing errors. All codress errors should be fixed before re-
transmitting the message. Accumulation of errors will eventually lead to a message that cannot be
decoded.
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e Inthe case where a message was coded in a key that you do not have, you must ask for fills of the
corrupt code groups and correct the message before re-transmitting it.

e  While displaying a message, the Fixed Code Groups tab shows the best attempt at garbled code group
reassembly. If these code groups look correct (all bad code characters replaced with Xs and proper
spacing of the groups) you can press the Copy Fixed Code Groups button and paste the clipboard into
TRANSEC.

e Ifthe message decoded, immediately re-encrypt the message and copy the good code groups out of
TRANSEC.

e Now edit the message body of the garbled message and paste the good groups over the corrupt groups.
Remember to leave the BT (FL13) intact or an error will occur when reprocessing the message.

e Once you have pasted in the new code groups and fixed any other errors that may be present, press the
Process Changes button. If all went well then message should have no errors and now contains a fresh set
of uncorrupted code groups. This fresh set of code groups will not match the previous set of code groups
since the encryption is randomized each time.
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MESSAGE HANDLING

[

Message Machine-2.09b - O

X _ Enable | Mark As
Message| TX Processed

Status: OK Output Stream: ALE West ~

Formatted Message Edit Raw Message Fixed Code Groups ACK Log Properties

VEZCECYLRO56 uu

DE ARASRZ NR 036

T UHWHHC

R 1022527 APR 2016 EYG

GRBY

BT

ACWBET29 KBXAEZPVE RCMWEUVE E6ZC4RSE SBESTEJ3 QGMCIMCC SWEDSGRH
RYENOKT1 770YC8Q6 QCOVSNIE SVPL26WE 6LLIBCR2 1LDCK3XD WXPGU3IFC
OEKQUHSOG DWQICUT1 11HACHCE TZ3DMSUS% 3LGPS51SC OTJELGUC FOSY1J13
YET48LEC D4F6GNZA Y46TWSG1 LVUJRTEH YRAXFSDBE3 FSM275DD 6ZGXS0EE
HLDGSNK7 K1XS9CLB8 C2NSHS47 AC3841YB VWSFT6VB H169MYN1 WI1FVECRT
060492TE R4F3Q459F (QB8WBU4RA4 AXCRXNIA S5RO4ZBTB X3MKPYFS WC2ZMGT87
YYSCMTLS KCL1HDYC APKOCYYB RKMMAWM6 BQKKAR3E CHOREO014 SJDXABDA
OU5U7T1B O1C91EL3 GYCO1YH2 BPV3EZQ31 EVSBMRTPS S58HQXUEC AHGUQQQH
YELPKGS5 95L6MOT75 MJEMONKS HDSPY9FXKC VKEVFME3 TPVECEXF U6VGEBD2
UTJL3Q2C 13H79D65 OLATSYE4 OHJGS5GCG PKDYQCNG PNGXUY23 ISIWSTT4
G6R3PUTH RWEEMCWB 13MJTIXE ZHSBTZJE MBTRJIM32 1HSZJXRB 246C3FDG
S5LJORYSG RACXREGG 4N18G5X4 X4Z6JRT8 VWADT745B JSBZBWZC SUQNUEGH
BYPXKPOC STKJX12I WWNFEGLF 445MEHB83 RCWBF729

BT

Copy i i Process
Code Groups Changes

Di/Documents/!Test Messages - No Subs/NOVEMBER 2015/MSG11_09_02_40.txt

e Tore-transmit a received message, open the message from the top list. Select the Enable TX radio button
to unlock the TX Message button. If you have configured any output streams they will be available in the
Output Stream pulldown menu. Select the appropriate output stream and click on the TX Message
button. If you have your message terminal application setup to auto send then the message will
automatically be transmitted.

e Once the message has been handled by the operator and does not require any further handling you can
mark the message as processed by clicking on the Mark As Processed button and the message will be
removed from the Message Summary list.

e If you wish to see all the processed messages click on the Show Processed box and they will be displayed
instead in the Message Summary list. Processed messages can also be found in the Search tab by clicking
on the Show Processed checkbox. The results can be further refined by additional search queries.
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e The Search tab allows the operator to search the database for messages. The search criteria filters the
table view of messages to include only messages that match the filters.

e To clear the search criteria press the Clear button.

e Toshow Processed, and/or un-processed, and/or discarded messages select the appropriate check boxes.
These check boxes can be used simultaneously with each other and in conjunction with the Simple or
Advanced searches.

SIMPLE SEARCHES

File About Help
Status: Idle...

Messages Search = Sync

WHERE MMMESSAGEID
CONTAINS
USMTF Type

USMTF Type

Log | Reports | Settings

AND

["] Show Unprocessed [ ] Show Processed [ ] Show Discarded | Search Clear

[J ACKNLDG [] AFTERACTION [] COMSPOT [] COMTRAFICSUM [] COUNTY [] GENADMIN [] JADREPD
[J PARTICIPATION [|RI [JRRI []SPIREP [ ] WXOBS []ICS-213

USMTF Reference

AND

SQL Query:
Search String:
SUMiDKEV RECIPIENT SENDER PRECEDENCE DATE_TIME MMMESSAGEID MMUSMTFTYPE ~ MMUSMTFREF STREAM OPTAG il

1 1 UHCXAAA UHWHHCP ROUTINE 2015-11-08T1... _R_ UHWHHC... bulk

2 2 UHEADGA UHEADGA ROUTINE 2017-02-12T2... _R_UHEADGA... bulk

3 3 UHXAAA AAADAK ROUTINE 2076-01-11T2... _R_AAAQAK #... bulk

4 4 AAROIM AAROCW ROUTINE 2016-03-31T1... | _R_AAROCW ... bulk

5 5 UHWHCC AAROEN PRIORITY 2016-06-02T1... _P_AAROEN #... bulk

6 6 UHWHHC AAROLP ROUTINE 2015-11-08T1...|_R_AAROLP #... bulk

7 T UHWHHC AAROLP ROUTINE 2015-11-08T1... _R_AAROLP #... bulk

8 8 ROUTINE 2014-10-27T0... | _R_270501Z ... bulk

9 9 HIGH CARD ... DESERT ROUTINE 2014-10-27T0... _R_DESERT E... bulk

10 10 UHXAAA AAADAK ROUTINE 2076-01-11T2... | _R_AAAQAK #... bulk

n 11 RO1 AAROAM ROUTINE 2016-02-06T1... _R_AAROAM ... bulk

12 12 RO1 AAROAM ROUTINE 2015-09-08T1... |_R_AAROAM 0... GENADMIN/... SUBJ/ALE CO... bulk

12 12 RN1 AARNAM ROLITINE 2015-09-N8/T1 R_AARNAM O GENADRIN/ SLIBI/ALE COY hulk hd

"Message Through!"

EXIT

e The simplest search is on the MessagelD field. The MessagelD field is comprised of the Sender, the
message serial number, message precedence and a date/time stamp.

e To search for a certain sender enter the call sign in the first box, then press the Search button. The list of
messages will be narrowed down to only messages from that sender. To enter a partial call sign enter the
partial call, i.e. AAR9 to find all messages from all AAR9 call signs.

e To narrow the list down even further you can enter a message number in the second box and press the
Search button again. This will narrow down the message list to that sender and that message number.

e If you want to narrow the message list down to a specific date, or month, or year, just enter what you are
searching for in the first text box and press the Search button. For example to find all messages from the
month of AUG in the year 2015 enter ‘AUG 2015’. To filter to a specific day, enter ‘ 21%’ in the second
text box. The quotes are not entered and there is a space before the 21. The % is a SQL wildcard so any
time will be allowed. If you want to further filter the list with a time enter it in the third text box like

‘%16002%’ .
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e Search now supports finding messages by USMTF Message Type. To find messages of certain type(s) just
select the checkbox for the desired type(s).

e Non-standard types can be searched for if the type is manually entered in the text boxes.

e When using the simple search feature you can see the resulting search string once the Search button is
pressed. Use this as an example when creating your own advanced search strings.
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ADVANCED SEARCHES

File Help

Status: Idle...
Messages Search Log Stats @ Settings

WHERE MMMESSAGEID

CONTAINS AND AND

[ ] Show Unprocessed | | Show Processed [ | Show Discarded | Search Clear

SQL Query: |sender like "%9HH%'" and recipient like "%9HT%'

Search String: sender like '%9HH%' and recipient like '%9HT%'

SUI\«"I]DKE\‘r RECIPIENT SENDER PRECEDENCE DATE_TIME MMMESSAGEID STREAM

344 AARIHT AAR... AARSHH ROUTINE 2015-07-02T1... AARSHH_08_... Test Messages
AARIHT AAR... AARIHH ROUTINE 2015-04-10T1... AARSHH_15_... |Test Messages
AARIHT AAR... AARSHH ROUTINE 2015-05-16T1... AARSHH_31_... Test Messages
AARISHT AAR... AARSHH ROUTINE 2015-04-21T1... AARSHH_43_... |Test Messages
AARSHT AARSHH ROUTINE 2015-06-24T1... AAROHH_44_... Test Messages

AARSHT AARIHH ROUTINE 2015-08-31T1... AAROHH_40_... |Test Messages

e SQL like syntax is used for the filter text. SELECT and WHERE are inferred when performing a search so
there is no need to add them to the SQL syntax. All that is required is the field name and the comparison
text.

e  For example to search for all messages from Sender AARSAZ enter SENDER = “AAA9AZ” in the SQL Query
text box and hit the Search button.

e Again if you want to search for all AAR9 call signs then enter SENDER like ‘%AAR9%’ in the SQL Query text
box and press the Search button.

e You can do similar searches on the Recipient field.

e Because the database is Relational and date is stored in different tables with links to it from other tables,
the table names can get a little cumbersome.

e relTblAl_X.tablename is the naming convention for fields that are related but in another table. The X
indicates the table number. For example the MessagelD field’s actual name in an SQL query is
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relTblAl_5.mmmessageid. | know it’s weird, but look at the Search String when doing a simple search on
the MessagelD field.

| recommend using the simple search when searching on the MessagelD field, but feel free to enter the
search string manually in the SQL Query text box if you so wish.

When using LIKE the search criteria is not case sensitive. When using = or == the search criteria IS case
sensitive. For example sender like “aaa9az” is not the same as sender = “aaa%az”. It needs to be sender =
“AAASAZ".

SOME EXAMPLE SQL SEARCH STRINGS

sumidkey = 1 (displays the first record in database. No quotes are needed since the data is an integer and
not a string)

recipient like '%hhcp%' AND sender like '%9hp%' (searches for messages to a certain recipient from a
certain sender)

recipient like '%a9b%' AND sender like '%9hh%' AND date_time like '%2016-04-24%' (searches for
messages to a certain recipient from a certain sender on a certain date)

When doing date range searches do not include the % wildcard symbols, i.e. date_time > ‘2017-01-01"
AND date_time < ‘2017-01-31’

stream like '%ALE East%' AND date_time like '%2016-05-12%' (searches for messages received on a
certain stream on a certain date)

sender like '%9hp%' OR sender like '%9hh%' (searches for messages from either sender)

(sender like '%9hp%' OR sender like '%9hh%') AND date_time like '%2016-03-09%' (searches for messages
from either senders on a certain date — notice the parenthesis around the sender search criteria)

FILTERING YOUR SEARCHES

By default all messages whether marked processed or marked as discarded are shown in the search
results.

To filter your search based on whether the message is marked as processed (or not) or marked as
discarded just select the appropriate checkbox.
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SYNC TAB
x
File About Help

Status: Idle...
Messages | Search | Sync  Log | Reports | Settings

Initiate local sync command

Initiate remote sync command

Reset Sync in case of failure \

Stream |SM CT - Remote Machine Tt\'nation Machine Callsign R\eset Sync R\emote Sync \Sync

Enter machine name of station to sync with

Select output stream

"Message Through!" EXIT

SYNCING MACHINES

e The Sync process is a way for machines to ask each other for and exchange messages.

e When the Sync button is pressed a QRU command is sent to the designated remote machine which
responds with either a QRU response or a QTC response.

e If a QRU response is received the Sync process is complete.

e IfaQTCresponse is received then a corresponding ZEE command is sent to the remote machine which
lists all the messages listed in the QTC response.

e The remote machine then generates a composite message that contains all the messages asked for in the
ZEE command.

e The size of the composite message can be set in the Machine Mode settings tab.

o Also Allow Multi-Message ZEE command must be enabled.

e Once Message Machine receives the composite message it processes it and generates a composite QSL
message which is sent to the remote machine.

e This completes this iteration of the Sync process.

e  Repeat the Sync process until a QRU request returns an empty QRU response.

e [f the remote machine allows remote syncing pressing the Remote Sync button will initiate the Sync
process from the distant end. Repeat the Remote Sync process until an empty QRU response in
generated.
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STREAM

e The Stream selection is where you select which outgoing stream to initiate the sync command over.

REMOTE MACHINE

e The Call Sign of the remote machine. The —CM is added automatically so do not include it in the name.

SYNC BUTTON

e The Sync button will be enabled once a stream and machine name is configured.
e  Press the Sync button to begin the Sync process.

REMOTE SYNC BUTTON

e The Remote Sync button will be enabled once a stream and machine name are configured.
e  Press the Remote Sync button to begin the Remote Sync process.

RESET SYNC BUTTON

e If a Sync process fails, pressing the Reset Sync button will return Message Machine to normal function.
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LOG TAB

e The Log tab shows the current sessions log information as configured on the Settings/Log Settings tab.

e The log information is also written to a text file (mmLogFile.log) which is rotated every time MM is
started. The previous log is renamed with its created date/time stamp.

REPORTS TAB

e  Generate COMTRAFSTAT — Will generate a list of all pending messages.
e Generate COMTRAFSUM — Generates a COMTRAFSUM message between the dates selected.
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TROUBLESHOOTING

Here are some tips when something isn’t working as it should.

MESSAGES NOT SHOWING UP IN ANY OF THE MESSAGE LISTS

IF THIS IS THE FIRST TIME INSTALLING AND RUNNING MESSAGE MACHINE

1.

Make sure your terminal program is saving the messages to a txt file in the appropriate RECEIVED folder.
Make sure you have a Stream created that points to the appropriate RECEIVED folder.

Check your General Settings to make sure you have all the call sighs and routing indicators you are
guarding listed.

Check Machine Mode settings to make sure your Accept Messages settings are not filtering incoming
messages.

IF YOU HAVE JUST UPGRADED AND MESSAGES WERE VISIBLE BEFORE THE UPGRADE

1.

You may need to rebuild your database.

Did you delete your database? If so then you will need to reconfigure your streams.

MESSAGE MACHINE HAS BEEN RUNNING FINE BUT STOPPED RECEIVING MESSAGES

1.

Sometimes MM will not receive the File Watcher Directory Changed signal. Restart MM to reset the File
Watchers.

Make sure the received message was processed by MM and stored in the database. If not see the
troubleshooting step “If this is the first time installing and running Message Machine” above.

MESSAGE MACHINE NOT ACKNOWLEDGING MESSAGES

1.

AN

Make sure the received message was processed by MM and stored in the database. If not see the
troubleshooting step “If this is the first time installing and running Message Machine” above.

Check Machine Mode Settings and make sure Enable Machine Mode is checked.
Check the appropriate Stream to ensure an outbound stream is configured.
Check the outbound stream to ensure it is associated with the inbound stream.
Check the appropriate Stream to ensure ACK Messages is checked.
For troubleshooting purposes, in Machine Mode Settings:
a. Check Acknowledge ALL
b. Increase Ignore Message with X errors to 9
c. Check Accept Malformed Messages
d. Check Accept Messages for All Callsigns
Now see if MM will acknowledge a received message.
If it does:
a. One by one, set your Acknowledge and Accept settings back to the desired settings and check to
see if MM will acknowledge a received message.
b. Once it fails to acknowledge a message after a setting change you have found the setting that is
affecting the acknowledgements.
c. Check General Settings to ensure Call Signs and Routing Indicators are appropriate.
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9. If not, double check the above steps.
10. Call your State or Region Subject Matter Expert (SME).

MESSAGE MACHINE WILL NOT SCAN A NEW OR EDITED STREAM

Make sure you press the Apply Changes button after adding or editing streams.
Make sure the Stream inbound folder is pointing to the appropriate RECEIVED folder.
If all the streams are marked green “Connected”, press the Test Streams button and see if any turn red.
If the Stream is marked with a red “Disconnected” then the inbound folder cannot be found.
a. If the stream is pointing to a network shared drive:

P wNR

i. Ensure the network is operational
ii. Ensure the network share is mapped to a local drive letter
iii. Ensure the stream inbound folder is pointing to the mapped drive letter i.e. F: or G: and
not a Network Machine Name i.e. \\MACHINENAME
b. If the stream is pointing to a local folder:
i. The folder was renamed, moved or deleted and will have to be reconfigured

INDICATIONS THE DATABASE IS CORRUPT

1. When performing an upgrade to MM and new fields have been added to the database in the new version,
these fields do not exist in the old database. As a result the messages will not be listed in the Message
Summary, Formatting Errors or Search lists. To remedy this see rebuilding the database.

2. When correcting errors or editing a message in MM the changes will not save to the database.

3. New messages are showing as being received but not saving to the database AND IMPORTANTLY all
configuration settings have been ruled out as the culprit.

REASONS THE DATABASE BECOMES CORRUPT

1. Computer or Message Machine application crashes during a database write.

2. Multiple instances of the same MM executable running at the same time. SQLite databases can only be
operated on by one application at a time. Trying to write to the same database from multiple
applications can cause the database to become corrupt or become locked.

3. Exiting MM during scanning or processing is database safe. The hooks to exit the application happen after
a message file has been opened, processed, contents written to database and message file closed, but
BEFORE the next message file is opened for processing. The database file and configuration (ini) files are
closed before MM exits.

| WANT TO START OVER LIKE MM WAS INSTALLED FOR THE FIRST TIME

Exit MM

Delete the database file, mmDataBase.db

Delete the configuration file, Message Machine.ini
Restart MM

P wnN e
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GNU FREE DOCUMENTATION LICENSE

GNU Free Documentation License
Version 1.3, 3 November 2008
Copyright © 2000, 2001, 2002, 2007, 2008 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
it is not allowed.
0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document
"free" in the sense of freedom: to assure everyone the effective freedom to copy and redistribute
it, with or without modifying it, either commercially or noncommercially. Secondarily, this License
preserves for the author and publisher a way to get credit for their work, while not being considered
responsible for modifications made by others.

This License 1is a kind of "copyleft", which means that derivative works of the document must
themselves be free in the same sense. It complements the GNU General Public License, which is a
copyleft license designed for free software.

We have designed this License in order to use it for manuals for free software, because free
software needs free documentation: a free program should come with manuals providing the same
freedoms that the software does. But this License is not limited to software manuals; it can be
used for any textual work, regardless of subject matter or whether it is published as a printed
book. We recommend this License principally for works whose purpose is instruction or reference.
1. APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by
the copyright holder saying it can be distributed under the terms of this License. Such a notice
grants a world-wide, royalty-free license, unlimited in duration, to use that work under the
conditions stated herein. The "Document", below, refers to any such manual or work. Any member of
the public is a licensee, and is addressed as "you". You accept the license if you copy, modify or
distribute the work in a way requiring permission under copyright law.

A "Modified Version" of the Document means any work containing the Document or a portion of it,
either copied verbatim, or with modifications and/or translated into another language.

A "Secondary Section" is a named appendix or a front-matter section of the Document that deals
exclusively with the relationship of the publishers or authors of the Document to the Document's
overall subject (or to related matters) and contains nothing that could fall directly within that
overall subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section
may not explain any mathematics.) The relationship could be a matter of historical connection with
the subject or with related matters, or of legal, commercial, philosophical, ethical or political
position regarding them.

The "Invariant Sections" are certain Secondary Sections whose titles are designated, as being those
of Invariant Sections, in the notice that says that the Document is released under this License.
If a section does not fit the above definition of Secondary then it is not allowed to be designated
as Invariant. The Document may contain zero Invariant Sections. If the Document does not identify
any Invariant Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed, as Front-Cover Texts or Back-
Cover Texts, in the notice that says that the Document is released under this License. A Front-
Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25 words.

A "Transparent" copy of the Document means a machine-readable copy, represented in a format whose
specification is available to the general public, that is suitable for revising the document
straightforwardly with generic text editors or (for images composed of pixels) generic paint
programs or (for drawings) some widely available drawing editor, and that is suitable for input to
text formatters or for automatic translation to a variety of formats suitable for input to text
formatters. A copy made in an otherwise Transparent file format whose markup, or absence of markup,
has been arranged to thwart or discourage subsequent modification by readers is not Transparent.
An image format is not Transparent if used for any substantial amount of text. A copy that is not
"Transparent" is called "Opaque".
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Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo
input format, LaTeX input format, SGML or XML using a publicly available DTD, and standard-
conforming simple HTML, PostScript or PDF designed for human modification. Examples of transparent
image formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read
and edited only by proprietary word processors, SGML or XML for which the DTD and/or processing
tools are not generally available, and the machine-generated HTML, PostScript or PDF produced by
some word processors for output purposes only.

The "Title Page" means, for a printed book, the title page itself, plus such following pages as
are needed to hold, legibly, the material this License requires to appear in the title page. For
works in formats which do not have any title page as such, "Title Page" means the text near the
most prominent appearance of the work's title, preceding the beginning of the body of the text.

The "publisher" means any person or entity that distributes copies of the Document to the public.

A section "Entitled XYZ" means a named subunit of the Document whose title either is precisely XYZ
or contains XYZ in parentheses following text that translates XYZ in another language. (Here XYZ
stands for a specific section name mentioned below, such as "Acknowledgements", "Dedications",
"Endorsements", or "History".) To "Preserve the Title" of such a section when you modify the
Document means that it remains a section "Entitled XYZ" according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License
applies to the Document. These Warranty Disclaimers are considered to be included by reference in
this License, but only as regards disclaiming warranties: any other implication that these Warranty
Disclaimers may have is void and has no effect on the meaning of this License.

2. VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially,
provided that this License, the copyright notices, and the license notice saying this License
applies to the Document are reproduced in all copies, and that you add no other conditions whatsoever
to those of this License. You may not use technical measures to obstruct or control the reading or
further copying of the copies you make or distribute. However, you may accept compensation in
exchange for copies. If you distribute a large enough number of copies you must also follow the
conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display
copies.
3. COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the
Document, numbering more than 100, and the Document's license notice requires Cover Texts, you must
enclose the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover
Texts on the front cover, and Back-Cover Texts on the back cover. Both covers must also clearly
and legibly identify you as the publisher of these copies. The front cover must present the full
title with all words of the title equally prominent and visible. You may add other material on the
covers in addition. Copying with changes limited to the covers, as long as they preserve the title
of the Document and satisfy these conditions, can be treated as verbatim copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first
ones listed (as many as fit reasonably) on the actual cover, and continue the rest onto adjacent
pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either
include a machine-readable Transparent copy along with each Opaque copy, or state in or with each
Opaque copy a computer-network location from which the general network-using public has access to
download using public-standard network protocols a complete Transparent copy of the Document, free
of added material. If you use the latter option, you must take reasonably prudent steps, when you
begin distribution of Opaque copies in quantity, to ensure that this Transparent copy will remain
thus accessible at the stated location until at least one year after the last time you distribute
an Opaque copy (directly or through your agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before
redistributing any large number of copies, to give them a chance to provide you with an updated
version of the Document.

4. MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2

and 3 above, provided that you release the Modified Version under precisely this License, with the
Modified Version filling the role of the Document, thus licensing distribution and modification of
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the Modified Version to whoever possesses a copy of it. In addition, you must do these things in
the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document,
and from those of previous versions (which should, if there were any, be listed in the History
section of the Document). You may use the same title as a previous version if the original publisher
of that version gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship
of the modifications in the Modified Version, together with at least five of the principal authors
of the Document (all of its principal authors, if it has fewer than five), unless they release you
from this requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to the other copyright
notices.

F. Include, immediately after the copyright notices, a 1license notice giving the public
permission to use the Modified Version under the terms of this License, in the form shown in the
Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover
Texts given in the Document's license notice.

H. Include an unaltered copy of this License.

I. Preserve the section Entitled "History", Preserve its Title, and add to it an item stating
at least the title, year, new authors, and publisher of the Modified Version as given on the Title
Page. If there is no section Entitled "History" in the Document, create one stating the title,
year, authors, and publisher of the Document as given on its Title Page, then add an item describing
the Modified Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a
Transparent copy of the Document, and likewise the network locations given in the Document for
previous versions it was based on. These may be placed in the "History" section. You may omit a
network location for a work that was published at least four years before the Document itself, or
if the original publisher of the version it refers to gives permission.

K. For any section Entitled "Acknowledgements" or "Dedications", Preserve the Title of the
section, and preserve in the section all the substance and tone of each of the contributor
acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their
titles. Section numbers or the equivalent are not considered part of the section titles.

M. Delete any section Entitled "Endorsements". Such a section may not be included in the
Modified Version.

N. Do not retitle any existing section to be Entitled "Endorsements" or to conflict in title
with any Invariant Section.

O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary
Sections and contain no material copied from the Document, you may at your option designate some
or all of these sections as invariant. To do this, add their titles to the list of Invariant
Sections in the Modified Version's license notice. These titles must be distinct from any other
section titles.

You may add a section Entitled "Endorsements", provided it contains nothing but endorsements of
your Modified Version by various parties—for example, statements of peer review or that the text
has been approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words
as a Back-Cover Text, to the end of the list of Cover Texts in the Modified Version. Only one
passage of Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements
made by) any one entity. If the Document already includes a cover text for the same cover, previously
added by you or by arrangement made by the same entity you are acting on behalf of, you may not
add another; but you may replace the old one, on explicit permission from the previous publisher
that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their
names for publicity for or to assert or imply endorsement of any Modified Version.
5. COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms
defined in section 4 above for modified versions, provided that you include in the combination all
of the Invariant Sections of all of the original documents, unmodified, and list them all as
Invariant Sections of your combined work in its license notice, and that you preserve all their
Warranty Disclaimers.
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The combined work need only contain one copy of this License, and multiple identical Invariant
Sections may be replaced with a single copy. If there are multiple Invariant Sections with the same
name but different contents, make the title of each such section unique by adding at the end of
it, in parentheses, the name of the original author or publisher of that section if known, or else
a unique number. Make the same adjustment to the section titles in the list of Invariant Sections
in the license notice of the combined work.

In the combination, you must combine any sections Entitled "History" in the various original
documents, forming one section Entitled "History"; likewise combine any sections Entitled
"Acknowledgements", and any sections Entitled "Dedications". You must delete all sections Entitled
"Endorsements".

6. COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this
License, and replace the individual copies of this License in the various documents with a single
copy that is included in the collection, provided that you follow the rules of this License for
verbatim copying of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this
License, provided you insert a copy of this License into the extracted document, and follow this
License in all other respects regarding verbatim copying of that document.

7. AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or
works, 1in or on a volume of a storage or distribution medium, is called an "aggregate" if the
copyright resulting from the compilation is not used to limit the legal rights of the compilation's
users beyond what the individual works permit. When the Document is included in an aggregate, this
License does not apply to the other works in the aggregate which are not themselves derivative
works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if
the Document is less than one half of the entire aggregate, the Document's Cover Texts may be
placed on covers that bracket the Document within the aggregate, or the electronic equivalent of
covers 1f the Document is in electronic form. Otherwise they must appear on printed covers that
bracket the whole aggregate.

8. TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document
under the terms of section 4. Replacing Invariant Sections with translations requires special
permission from their copyright holders, but you may include translations of some or all Invariant
Sections in addition to the original versions of these Invariant Sections. You may include a
translation of this License, and all the license notices in the Document, and any Warranty
Disclaimers, provided that you also include the original English version of this License and the
original versions of those notices and disclaimers. In case of a disagreement between the
translation and the original version of this License or a notice or disclaimer, the original version
will prevail.

If a section in the Document 1is Entitled "Acknowledgements", "Dedications", or "History", the
requirement (section 4) to Preserve its Title (section 1) will typically require changing the
actual title.

9. TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense, or distribute it is void, and will
automatically terminate your rights under this License.

However, if you cease all violation of this License, then your license from a particular copyright
holder is reinstated (a) provisionally, unless and until the copyright holder explicitly and finally
terminates your license, and (b) permanently, if the copyright holder fails to notify you of the
violation by some reasonable means prior to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright
holder notifies you of the violation by some reasonable means, this is the first time you have
received notice of violation of this License (for any work) from that copyright holder, and you
cure the violation prior to 30 days after your receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have
received copies or rights from you under this License. If your rights have been terminated and not
permanently reinstated, receipt of a copy of some or all of the same material does not give you
any rights to use it.
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10. FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License
from time to time. Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License 1is given a distinguishing version number. If the Document specifies
that a particular numbered version of this License "or any later version" applies to it, you have
the option of following the terms and conditions either of that specified version or of any later
version that has been published (not as a draft) by the Free Software Foundation. If the Document
does not specify a version number of this License, you may choose any version ever published (not
as a draft) by the Free Software Foundation. If the Document specifies that a proxy can decide
which future versions of this License can be used, that proxy's public statement of acceptance of
a version permanently authorizes you to choose that version for the Document.

11. RELICENSING

"Massive Multiauthor Collaboration Site" (or "MMC Site") means any World Wide Web server that
publishes copyrightable works and also provides prominent facilities for anybody to edit those
works. A public wiki that anybody can edit is an example of such a server. A "Massive Multiauthor
Collaboration" (or "MMC") contained in the site means any set of copyrightable works thus published
on the MMC site.

"CC-BY-SA" means the Creative Commons Attribution-Share Alike 3.0 license published by Creative
Commons Corporation, a not-for-profit corporation with a principal place of business in San
Francisco, California, as well as future copyleft versions of that license published by that same
organization.

"Incorporate" means to publish or republish a Document, in whole or in part, as part of another
Document.

An MMC is "eligible for relicensing"” if it is licensed under this License, and if all works that
were first published under this License somewhere other than this MMC, and subsequently incorporated
in whole or in part into the MMC, (1) had no cover texts or invariant sections, and (2) were thus
incorporated prior to November 1, 2008.

The operator of an MMC Site may republish an MMC contained in the site under CC-BY-SA on the same
site at any time before August 1, 2009, provided the MMC is eligible for relicensing.
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